Computer Science 134 Homework 9 Spring 2007

Question 1 For this question, we would like you to examine the contents of a collection of packets that were sent back
and forth through the network as part of an HTTP transaction and answer some questions about the behavior of the
machines involved.

We have seen that we can use TCPCapture to examine the actual packets sent back and forth while accessing a
network server. Unfortunately, TCPCapture does not provide a good way to print or save a description of the packets
captured. As a result, we have used a similar program named Ethereal to capture packets and have attached to this
handout the information Ethereal provided. In Ethereals output, each packet is described by a series of about five lines.
The first line includes the relative time at which the packet was captured, the addresses of its source and destination,
and a brief summary of its contents. The remaining lines contain details of the various protocol headers (Ethenet, IP,
and TCP) found at the beginning of the packet.

Using these packet descriptions, please answer the following questions.

a) What is the IP address of the server participating in this exchange of packets? What is the IP address of the
client?

b) How many TCP connections are created during this exchange? Identify the first packet of each connection.

c) Which computer initiates the process of closing each connection, the client or the server?

d) How many documents were fetched from the HTTP server during this transaction?

e) Which packet contains the acknowledgment for the first GET request from the client? Which packet(s) contains
the acknowledgment(s) for the HTML file the server sends in response to the first GET request from the client?

f) How many packets are used by the server to transmit the HTML file requested by the clients last GET request?
Why is more than one packet required? Which packet contains the acknowledgment for the data in the first of
these packets?
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Spring 2007

Homework 9

Computer Science 134
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