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IP Datagram Format

IP
version

Hdr
len

Service
class

Packet
Length

Packet Number Fragment Number

TTL Protocol Error Check

From Addr
To Addr

DATA (up to 65516 bytes)

1684 4
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UDP Packet Format

Source Port Destination Port

Length Optional Error Check
DATA

1616



UDP packet inside IP packet

IP
version

Hdr
len

Service
class

Packet
Length

Packet Number Fragment Number

TTL Protocol Error Check

From Addr
To Addr

Source Port Destination Port

Length Optional Error Check

DATA 
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Top 5 reasons IP packets 
get lost: . . .



5: Cosmic
Rays



4: Electrical
Interference



3: We both 
plugged our 
hair dryers 
into the same 
cirtuit as the 
router and 
the blew a 
fuse.
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DATA

ACKNOWLEDGMENT

NORMAL TCP DATA TRANSMISSION



DATA LOSS

Timer expires Retransmission

Data loss



ACKNOWLEDGMENT LOSS + PACKET DUPLICATION

Retransmission
VS.



Sequence and Acknowledgment Numbers

Loss Case

Seg. # 1

Ack. # 1

Seg. # 1

Ack. # 1

Seg. # 1

Ack. # 1

Seg. # 2

Ack. # 2

No Loss Case



TCP Segment Format

Source Port Destination Port

Sequence (Segment) Number

Acknowledgment Number

Hdr Len Flags Receiver window
Error Check Urgent Pointer

DATA

1616



TCP packet inside IP packet
IP

version
Hdr
len

Service
class

Packet
Length

Packet Number Fragment Number

TTL Protocol Error Check

From Addr
To Addr

Source Port Destination Port
Sequence Number

Acknowledgement Number
Hdr Len Flags Receiver Window

Error Check Urgent Pointer
DATA 

1684 4



...inside Ethernet packet!

PREAMBLE TO FROM LENGTH/
TYPE

ERROR 
CHECK

64 48 48 16 variable 32

IP
version

Hdr
len

Service
class

Packet
Length

Packet Number Fragment Num

TTL Protocol Error Check

From Addr

To Addr
Source Port Destination Port

Sequence Number

Acknowledgement Number

Hdr 
Len

Flags Receiver 
Window

Error Check Urgent Pointer

DATA 


